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Executive Summary
Key findings
•

•

•

•

•

•

Therefore

Most firms see their key challenge as
getting better software to market
sooner
DevOps and Agile approaches are
widely adopted and growing as means
of facilitating this
Access to appropriately prepared nonproduction data is a key dependency
for approaches to be viable and to
speed software to market
While most firms have central data
management policies (covering, for
example, data security), less than onefifth have actual strategies or
management policies driven centrally,
if at all
This
creates
project
delays,
operational risk, and defective
software
This leads to significant compliance
risk due to a lack of standardly
implemented control and security for
non-production data; the risk is
emphasised by increasing attention
being paid to non-production data
management by regulators

•

•

•

•

Firms should adopt centrally managed,
controlled and budgeted data
strategies and processes for nonproduction data
This will enable DevOps and Agile
processes to be implemented and
supported meaningfully by having the
appropriate data-on-demand
The
implementation of these
structures and processes will also aid
responsiveness to evolving regulatory
demands in a timely way as well as
reducing drag and delay on software
delivery
And fit-for-purpose on-demand data
will facilitate the delivery of fit-forpurpose, on-time software

“Absolutely we need a framework for the integrated management of test data. It's
currently not well understood what it means, but as the company matures from one layer
to another, it must come into the picture. Companies first need test data management,
and then they need to address next level gaps.”
C-Suite, Technology, Financial Services
DevOps Head, Asia Pacific, Credit Suisse Security
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Introduction
Testing is the new constant in financial
services. The applications on which firms
depend must be tested for penetration, for
capacity, for new integrations and new
regulations, as well as every change in coding.
And every test requires the use of data.
However, while the adoption of more rapid
software development and deployment
techniques is a major focus, appropriate
management of non-production data has been
left behind.

•
•
•

•

54% say integrated data sources is
their top challenge for test data (p.7)
42% say no consistent way data is
managed for QA and testing (pp.5-6)
Just 17% say all sensitive data is
anonymized and continually refreshed
(p.10)
67% of data masking is outside of
centralised control, creating risk (p.11)

It seems that all too often for most financial
services firms, the data that will be used in the
SDLC, including testing, is an afterthought.
Delphix commissioned QA Vector® Research to
undertake a study of the challenges that
financial services firms face in software
development and maintenance, and the role
that the management of data, particularly for
quality assurance and testing, plays in
facilitating those journeys.
In-depth interviews with senior individuals
took place in April and May 2018 to explore
this. The conversation took a top-down
approach to identify points of pain in
implementing and maintaining software. This
paper identifies the issues and proposes
strategies for solutions.

“In the grand scheme of things, investment in data management has less priority than
other issues. There are so many problems, and test data management may not be seen as
one of the enablers of managing better quality in the beginning.”
Director/Senior Manager, DevOps, Global bank
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Management of data is poor
Most financial firms manage data poorly with
most attention paid to defensive issues such as
data compliance for production systems. Only
21% control and manage non-production data
centrally.

of data is one of the biggest obstacles to
making the shift.
Furthermore, practical, operational and
compliance risks associated with data are
overlooked:
This leads to:

And often data is vastly undervalued and
overlooked by the firm
The lack of value attributed to data use and
storage by these firms ultimately reflects their
lack of understanding and strategy for this core
area.
Data is an afterthought, yet it is intrinsic to
empowering business to get better products to
market at increased speeds.

• Practical risks (i.e. delays and
overruns in bringing better
products to market faster)
• Operational risks (i.e. release
of buggy software)
• Compliance risks (i.e. misuse
of live production data for testing
despite increased regulatory
attention and pressure)

“It affects speed to market … customers may
have to wait longer and we may lose them.”
Director, Architecture, Global bank
It is, therefore, time to challenge and change
the institutional mindset around how data is
stored, structured, provided for and used.
Specific actions we would recommend include
implementing:

When attention is paid to data, it is a reaction
to changing compliance or regulatory
requirements.

•
•
•

Data is not at the core of all strategic software
decisions resulting in ad-hoc, unsustainable
solutions being implemented, hurting the firm
and customers alike. This is reflected in:

•

•
•
•

Centralise data ownership
Clearly delineate budgets
Consistent data management policies
and strategies throughout the
organisation
Company-wide rules that govern all
aspects of the data from system entry
through to anonymization

35% of respondents noting bugs
17% saying it affects regulatory or
project commitments
13% thought it created
severe
business production incidents and
outages

Putting it simply, with 74% of firms applying
Agile and 90% seeking to move to DevOps, lack
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The broken, current state
A lack of data centralisation leads to
confusion

Diversified ownership is coupled with siloed
budgets

A lack of centralisation of data control and
budgeting is leading to misalignment in data
management, quality, and policy.

Most are unaware of specific budget
allocations for data management or are not
convinced of distinct provisioning for it.

•
•

42% say there is no consistent way
data is managed
21% say data is owned and managed
by each project team

•

74% don’t know the proportion of the
QA and testing budget allocated to
data management

“There’s nothing specific allocated to data
management, and that is being borne out
now. It’s something we need to get a handle
on.”
C-Suite, Architecture, Global bank

Confusion is compounded by unclear
ownership as data if ever rarely belongs to
one manager or business line
•

54% say either project owners or Line
of Business are responsible
Individual teams and business lines regularly
implement budgeting and interpret data
masking policies differently
•

42% say projects are responsible for
budgeting and implementing data
masking and 25% say LOB

“Multiple stakeholders with differing priorities
and points of view complicate the vision,
leading to slow and costly implementations,
and damaging the quality of the product.”
C-Suite, Architecture, Global bank
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Decentralised data, ownership, and budgets
have a negative impact

A lack of investment in infrastructure hurts
development and possible solutions

Effort is duplicated, production delayed, and
serious compliance risks raised as teams are:

Failure to lay down infrastructure is growing
more apparent in data sourcing methods.

•
•
•

Unsure about their rights to access and
use data
Unaware of other areas requiring
similar testing
Unwilling to share across product lines

This leads to difficulties sourcing enough
realistic data for all situations; uncertainty
about who can access this data and what
controls surround it; and complications in
forging a cohesive direction in budgeting and
provisioning for improving data management.

Data is currently sourced from internal
production data. Yet incompatibilities in
internal data with data sourced across
multiple, complex (and often outdated)
systems, troubles maintaining data integrity
across these systems.
Additionally, multiple external sources and
types of data lead to significant complications
in integrating this data for use.
•

“All organisations are under pressure to
control costs; spending money in most
effective way. Our biggest delays relate to
the availability of resources If we can’t find a
security person, we have to wait until one
becomes available.”

54% say integrating multiple data
sources is the key challenge facing
data for business intelligence

C-Suite, Architecture, Global bank
DevOps
Asia Pacific,
Credit
Suisse Security
WithHead,
so many
competing
interests,
data is
often an afterthought
While professionals wish they could access and
use data more effectively, they fail to provision
the infrastructure for success

“Too many think data is a specialist task
rather than a core part of what they do.”
C-Suite, QA, Global bank
DevOps Head, Asia Pacific, Credit Suisse Security

”We have different environments with
different levels of encryption, data
availability, and volumes of data.”
Director, DevOps, Global bank

“Pulling from different types of data, from
different systems. It’s not one database that
we pull everything from, it’s many different
systems across many different types of
technology.”
SVP, QA, Insurance company
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Too many points of pain
What matters most is getting better quality
product to market faster
•

•

68% say improved quality of software
is of high importance for investment in
QA and testing
60% say speed of delivery

But delivering these priorities is consistently
undermined by data challenges on both a
structural and organisational level, because
of ad-hoc data management and no
overarching data strategy.
IT legacy and infrastructure systems along with
balkanised ownership of those applications
and their testing are often viewed as the
greatest barriers. Overlooking data leads to:
•
•
•

Businesses want innovation but have no idea
of how to manage or use their data
With financial services firms embracing digital
transformation, innovating fast is now the #1
challenge and priority for software
development teams. However, in many cases,
data processes have become a drag on
software delivery.

The lack of data strategy has both internal and
external implications
•

•

Increased time to market
More defects
Higher development and testing spend
•

Often businesses fail to deliver data,
the core ingredient for success, in a
readily accessible as well as in an easyto-use format
This creates growing barriers to
innovation
and
transformation
agendas as constant reworks,
stretched resources and burnt budgets
become the norm just to get the data
in a format needed to test
These issues are amplified by illdefined and changing specifications
that further delay innovate market
releases

“Quality is not built in from the getgo. Teams are just delivering bad
quality faster into production faster.
Building quality in is not yet
something that is done well across
the organisation.”
Director, DevOps, Global bank

8
©2018 QA Vector® Research

UNLOCKING DATA FOR ENTERPRISE
MAKING DATA A STRENGTH
Moreover, this lack of data strategy amplifies
the gulf between business objectives and
actual innovation
There is a drive for businesses to be quicker
and nimbler, but they do not align themselves
internally to do this.
There is a lack of communication and
understanding between development and
operations
With no centralisation of data or resources to
deliver on innovation projects, the result is
internal conflicts between various parts of the
business.
There is often a lack of line of sight between
development and operations.

“Specifications aren’t clear. The business is
asking teams to do things but aren’t clear on
what they want. Expectations are growing
and wish lists are growing.”
SVP/VP, Data, European retail bank
Developers approach, store and test
unilaterally
Without a centralised operational model and
data not being housed in a universal format different teams use the data in different ways.
Different teams store different parts of the
data within their business silos, making it
increasingly difficult for a holistic test to be
conducted.
This behaviour obstructs integration
There is no singular or coherent understanding
of where the data is or fundamentally what the
data is.

”Pulling from different types of data, from
different systems. It’s not one database that
we pull everything from, it’s many different
systems across many different types of
technology.”

It is time for businesses to address
operational issues
There is an undeniable need for businesses to
revisit their operational policies and structures
as the current set up is exacerbating:
•
•
•
•

Project delays
Additional costs
Ineffective use of resources
Team frustration

Regulators are playing an increasing role in
the management and use of data
Regulators, more than ever, have an eye on
how data is stored and used.
Having an operational model that does not
support data in an efficient manner, exposes
the business to regulatory risks.
Given the bad shape of data, there is a
tendency to side-line robust data cleaning and
checking processes to meet release dates. But
as regulation tightens, this is fast becoming an
unsustainable approach.
Data management and compliance are
frequently seen at odds with the drive to
achieve better and faster.
•
•

Data is viewed as a problem, rather
than as an enabler
Lack of clear ROI benchmarking for
robust data management makes it
harder to make the case for budget
allocations for data

“The fact that people sometimes see data
governance as preventative and think that
they have to circumvent it to get the job
done. The risks would be flagged, the
solutions would be in place. Rather than
being reactive, being proactive.”
SVP/VP, Data, European retail bank

SVP/VP, QA, Insurance company
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Increasing industry regulations are creating
an acute need to improve both data
anonymisation and refresh
Companies are aware that there is growing
focus on regulation, but only a handful
anonymize and continuously refresh data their
data.,
•
•
•

•

Only 17% anonymize all sensitive data
and continuously refresh
13% are using synthetic data
29% say all sensitive data is
anonymized
but
infrequently
refreshed
41% of respondents said their
organisation makes a decision to
anonymize balanced on risk and
urgency

Integration and complete data understanding
sets up success
Currently, only 19% have an existing
framework for the integrated management of
data.

Yet the creation of such a framework has a
fundamental role to play, and 76% of
respondents share this view.

Consistent and compliant data must be the
new, undisputed norm
Standardised, centralised, on-demand, well
organised and compliant data can no longer be
a nice-to-have but rather a must-have.
This will alleviate the continuous creation of
dirty data, which is often done to enable
testers to marry up various data sources
throughout their organisation.
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Solving the data challenge
It is time for firms to address the structural
shortcomings of their data to improve agility
Many firms are looking to update their
development processes and improve velocity.
but data must be structured in such a way that
it is always available in a usable and acceptable
format.
•
•

This approach hinders the deployment of Agile
working solutions, as nobody is clear where
data is or what data is.

76% say they are working in Agile
45% say they use DevOps

Budget and resources must be consolidated
to avoid delays and overruns

However, without first solving data creation
and management for these solutions, not only
will attempts to implement Agile and DevOps
fail, they will also exacerbate problems as
projects wait on bottlenecks caused by poor
data management.
Decentralised and unclear data strategies are
creating serious issues for organisations
looking to transform their development
processes

Correspondingly, there needs to a centralised
budget and pool of resources for testing
purposes.
Teams are often responsible for their own test
data budgets and resources leading to a
protectionist and defensive attitude.
•

•

42% say projects are responsible for
budgeting and implementing data
masking
25% say the business lines

There is a growing recognition that without a
clearly defined, functioning and funded overall
data strategy, innovation and delivery will be
severely hampered in the long run.
•

54% say either project owners or line
of business are responsible for test
data management
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The benefits of a centralised data approach
offer great opportunities for efficiencies and
improvements
Centralising ownership, budget, and resources
minimises duplication, fragmented testing
strategies, wasted costs and incomplete
testing.
Furthermore, it creates an environment
where shared resources lead to a better
outcome and enhanced user experience.

A centralised approach makes it easier to get
the required data, and when it is retrieved the
structure is compatible with the testing
environment.
Furthermore, this approach limits reactive
spending and wasted effort and budget
If a well-funded, central data strategy is
embedded, firms can move away from spend
on data being a reaction to current and
forthcoming regulations.

It also results in better test data, and overall
product quality, by reducing ad hoc manually
created test data.

“It requires a cultural change. Currently data, especially in testing, is not considered a core
area of focus. The area of focus of testing is on other aspects like UI, functionality. We may
spend a lot of time looking for data and change data, but that's considered a normal aspect
of working through testing. There is a lack of emphasis on advance planning for data that's
required. That needs to start as part of the test case design, test case changes.”
Director/Senior Manager, Data, Global bank

DevOps Head, Asia Pacific, Credit Suisse Security
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Conclusions
Delivering new and improved software to
market at speed is, in many situations,
impeded by issues at a structural level.
•

•

A lack of central control over the data
is leading to inconsistencies and
increased complexity in the usage,
management, and storage of data
While some policies may be set
centrally, mostly project teams or
business lines are responsible for test
data management, and they interpret
and implement these policies
differently across their institutions

Therefore
•

•

•

With no clearly defined, central budget line,
spending is for the most part defensive rather
than an investment in infrastructure.
•

The creation of an integrated
framework for data management has a
fundamental role to play allowing
organisations to comprehend the scale
of
opportunity
good
data
management presents
To enable this, firms need a specific
ring-fenced budget, strategy, and
management
Standardised,
on-demand,
well
organised and compliant data will
allow for better and faster delivery of
software and a curtailment in using
customers as testers

With competing business interests,
and a failure to see the value of good
data management, data is an
afterthought

Data is not owned centrally and frequently left
to the individual project team. With no
centralised ownership, there is duplication of
resource, spend and effort.
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Appendix: Methodology
The research was conducted in the following way:
o Time Period: Interviews were conducted between April and May 2018.
o Interviews: QA Vector® team researchers spoke to 31 senior individuals who are specialists in
one or more of the following:
o QA/ Testing
o Software development
o Data management
o DevOps
o Technology
o Interview length: Conversations lasted between approximately 30 and 60 minutes.
Interviewees
Company
Morningstar

Allied Irish Banks
Atom Bank
Banco Bilbao Vizcaya Argentaria
Bank of America Merrill Lynch
Capital One Financial Corporation
Credit Suisse
Credit Suisse Group
Deutsche Bank
HSBC
Intesa Sanpaolo
JPMorgan Chase & Co.
Lloyds Bank
Metro Bank

Nationwide Building Society
New York Life Insurance Company
Reale ITES
Schroders
Société Générale
Standard Chartered
UBS Group
United Nations Federal Credit Union
UOB
USAA
Wells Fargo & Company
Worldpay Group

CEA - Global Testing
Continuous Delivery Team Leader
Data Governance Manager
DevOps Head
Executive Director - Global Tech
Global Head - Test Data Management
Global Head of Testing
Head of Development/ QA
Head of Global QA
Head of Testing
Innovation Leader
IT Project Manager/ System Engineer

Position
Lead Technical Architect
Manager, Quality Assurance
Process, Methodology and Tools Lead
QA Manager
Senior Leader - Tech
Senior Quality Manager
Senior VP
Software Developer, AVP
Test Delivery Manager
Test Manager
Test Practice Manager
VP Global Tech
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About us
About QA Financial
QA Financial provides business-critical information on software quality assurance and risk
management. Our key market focus is financial services and the specific compliance and business
requirements of banks, insurance companies and asset managers.
The QA Vector® 500 is the only resource for comprehensive information on all the vendors,
consultants, and integrators serving the financial software quality assurance and testing community.
It combines company and product specific information with financial information and qualified
customer feedback.
Website: https://www.qa-financial.com
Contact: justyn.trenner@qa-financial.com

About Delphix
Delphix's mission is to free companies from data friction and accelerate innovation. The Delphix
Dynamic Data Platform allows data to be securely delivered to every stakeholder, across on-premise,
cloud & hybrid environments, at the speed required to enable rapid development and delivery of
applications and solutions. The Delphix Dynamic Data Platform provides a comprehensive approach
to DataOps, enabling companies to easily deliver and secure data, wherever it exists.
Website: https://www.delphix.com
Contact: susana.vasaldea@delphix.com
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